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National Bank for Financing Infrastructure and Development
(NaBFID)

(F9E & rferfaw o ATeaw | vt U sTRaet WRdra fushrer fusdia )
(An All-India Development Financial Institution established through an act of Parliament)

REQUEST FOR PROPOSAL FOR SUPPLY, INSTALLATION & MAINTENANCE OF
NETWORK ACCESS CONTROL (NAC) SOLUTION

Ref: NaBFID /IS / RFP /04 dated March 10,2025
GEM Bid Ref No: GEM/2025/B/6040907
(Bidding Through GEM Portal Only)

Issuing Office and Address:

National Bank for Financing Infrastructure and Development (NaBFID)
15" Floor, Tower A

The Capital

Bandra-Kurla Complex, Bandra (East)

Mumbai — 400051

For queries, please contact:
Email id: rfp@nabfid.org

Last date and time for submission of bids
April 1, 2025, up to 16:00 hrs.

Page 1 of 47
RFP for the supply, implementation & maintenance of NAC in NaBFID




Schedule of Events

Particulars

Remarks

Coordinates for
correspondence

Email ID: rfp@nabfid.org

Address:

National Bank for Financing Infrastructure &
Development (NaBFID)

The Capital, A wing, 15" floor — 1503,

G block,BKC,Bandra , Mumbai - 51

Bid Document Availability
including changes /
amendments, if any, to be
issued

Bid document may be downloaded from NaBFID’s
official website — www.nabfid.org or from the GeM
portal.

Last date for requesting
clarification/Queries

Up to 4.00 PM on March 17,2025
All communications regarding points / queries requiring
clarifications shall be given by email to rfp@nabfid.org

Last date and time for Bid
submission

Up to 4.00 PM on April 1,2025

Address for submission of
Bids

Through GeM portal

Date and Time of opening of
Technical Bids

4.30 PM on April 1,2025

Note- Authorized representatives of Bidders may be
present during the opening of the Bids. However, Bids
would be opened even in the absence of any or all the
Bidder representatives.

Announcement of shortlisted
bidders

Shall be communicated subsequently

Earnest
(EMD)

Money  Deposit

Rs. 3,00,000/- (Rupees Three Lakhs only) in the
form of Demand Draft/Bank Guarantee in favour of
National Bank for Financing Infrastructure and
Development payable at Mumbai, India.
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1.

Objective of the RFP

National Bank for Financing Infrastructure and Development (NaBFID) a body corporate
constituted under The National Bank For Financing Infrastructure And Development Act, 2021
having its office at A-1503, The Capital, G-Block, Bandra-Kurla Complex, Bandra (East),
Mumbai — 400051 and with one branch office at New Delhi.

The purpose of this Request for Proposal [RFP] is to select the qualified bidder for the supply,
implementation and maintenance of Network Access Control (NAC) system/ solution to secure
the Bank’s network.

2.
a)

b)

d)

Disclaimer

The information contained in this RFP or information provided subsequently to Bidder(s)
whether verbally or in documentary form / email by or on behalf of NaBFID, is subject to
the terms and conditions set out in this RFP.

This RFP is not an offer by NaBFID, but an invitation to receive responses from the eligible
Bidders.

The purpose of this RFP is to provide the Bidder(s) with information to assist with the
preparation of their Bid proposals. This RFP does not claim to contain all the information
each Bidder may require. Each Bidder should conduct its own investigations and analysis
and should check the accuracy, reliability and completeness of the information contained in
this RFP and where necessary obtain independent advice / clarifications. NaBFID may in
its absolute discretion, but without being under any obligation to do so, update, amend or
supplement the information in this RFP.

NaBFID and its employees make no representation or warranty and shall have no liability
to any person, including any Bidder under any law, statute, rules or regulations or tort,
principles of restitution or unjust enrichment or otherwise for any loss, damages, cost or
expense which may arise from or be incurred or suffered on account of anything contained
in this RFP or otherwise, including the accuracy, adequacy, correctness, completeness or
reliability of the RFP and any assessment, assumption, statement or information contained
therein or deemed to form or arising in any way for participation in this bidding process.
NaBFID also accepts no liability of any nature whether resulting from negligence or
otherwise, howsoever, caused arising from reliance of any Bidder upon the statements
contained in this RFP.

The Bidder is expected to examine all instructions, forms, terms and specifications in this
RFP. Failure to furnish all information required under this RFP or to submit a Bid not
substantially responsive to this RFP in all respects will be at the Bidder’s risk and may result
in rejection of the Bid.

g) NaBFID reserves the right to reject all or any the Proposals without assigning any
reason thereof and to restrict the list of Bidders to any number as deemed suitable,
if too many applications/Proposals are received satisfying the basic pre-
qualification criteria.

h) NaBFID also has the right to reject all the applications and to go in for a
readvertisement without assigning any reason thereof.
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3. Definitions

In this connection, the following terms shall be interpreted as indicated below:

a) “NaBFID” means the National Bank for Financing Infrastructure and Development as
incorporated under the National Bank for Financing Infrastructure and Development
(NaBFID) Act, 2021.

b) “Bidder” means an eligible entity/firm, submitting the Bid in response to this RFP.

c) “Bid” means the written reply or submission of response to this RFP.

d) “The Contract” means the agreement entered into between NaBFID and Service Provider, as
recorded in the Contract Form signed by the parties, including all attachments and appendices
thereto and all documents incorporated by reference therein.

e) “Selected Bidder / Vendor / Service Provider / Consultant” is the successful Bidder found
eligible as per eligibility criteria set out in this RFP.

f) “Services” means all services, scope of work and deliverables to be provided by a Bidder as
described in the RFP and include provision of technical assistance, training, certifications,
auditing and other obligations of Bidder covered under this RFP.

g) “Purchase Order” means an official document issued by NaBFID to the selected bidder
awarding the contract to the Selected Bidder.

h) “Eligibility Bid” means a bid document to identify Bidders who meet the minimum criteria
set out by NaBFID to become eligible for the technical Bid.

1) “Eligibility Criteria” means the criteria listed in Appendix — B on the achievement of which
a Bidder becomes eligible for technical Bid.

J) “Eligibility Claim” means the claim against the criteria listed in Appendix — B submitted by
the Bidder to become eligible for technical Bid.

K) “Non-disclosure Agreement or NDA” means a contract by which NaBFID and the Bidder
agree not to disclose confidential information that they have shared with each other as a
necessary part of doing business together.

I) “Scheduled Commercial Bank” means all banks are included in the second schedule to
the Reserve Bank of India Act, 1934.

m) “Manpower Services” means all services, scope of work and deliverables to be provided by
the Bidder as described in the RFP.

4. Eligibility Criteria

Only those Bidders fulfilling the technical criteria & eligibility criteria mentioned in Annexure-
A & Annexure-B (respectively) should respond to the RFP. Offers received from the vendors
who do not fulfil any of the following eligibility criteria are liable to be rejected. A Bidder is not
permitted to submit more than one Bid.

5. Skill set & Experience requirements for resources.

Details of minimum educational qualifications, skill sets, and experience required for various
levels of resources (if required to manage the project) is as given below.
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Level 1 (L1) Educational Qualifications: Graduation

Experience: Minimum two years of experience in IT, out of which
minimum one year of experience in the proposed NAC solution.

Level 2 (L2) Educational Qualifications: Graduation

Experience: Minimum 4 years of experience in IT, out of which
minimum two years of experience in NAC (including one year
experience in the proposed NAC solution)

Note: Onboarding resources will be at the absolute discretion of the bank. Bank may place the
order to the selected bidder with / without facility management resource, at its discretion.

6. Scope of Work

The Bank plans to implement the Network Access Control (NAC) solution to enforce granular
controls over the endpoint devices that connect to the Bank’s network infrastructure. The scope
includes the supply, implementation and maintenance of NAC solution based on the following
requirements (not limited to):

Automatically identify and classify all devices connected to the network, whether they
are wired, wireless, or remote. This includes laptops, desktops, printers, network devices
etc.

Assesses the type, operating system, software versions, and security posture of each
device connecting to the network.

Provides access to network resources based on user roles, ensuring that users can only
access resources relevant to their job functions.

Adapts access control policies based on location, device health, and time of access to
ensure only authorized and compliant devices can connect.

Supports the segmentation of the network into different zones or VLANS, assigning
devices to specific segments based on their roles and security posture.

Automatically applies remediation actions (such as antivirus updates or configuration
changes) to non-compliant devices before allowing them back on the network.

Bank requires the NAC appliance [ in HA mode] to be installed at Bank’s premises [Head
Office location] and the appliance sizing shall be done by considering 500 concurrent
users on Day 1 and scalable up to 1000 concurrent users without any additional
replacement of the Hardware.

Functional & Technical Requirements

Sr No General Requirements Compliance
(Yes/No)
1. | The proposed solution should control access to the network with
policies, including pre-admission endpoint security policy checks
and post-admission controls over the users and end point devices.
2. | The proposed solution must be best in class fully out of band

model, deployed and managed centrally with flexible integration
option for wired, wireless and VPN infrastructure.
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The system must support a minimum of 500 concurrent devices
from day one and scalable up to 1000 devices without any
additional hardware or software.

The proposed solution should support monitoring of traffic from
multiple networks like WAN, MPLS, Wi-Fi , VPN etc.

The solution must automatically discover and classify all the
devices connected to network irrespective of the mode of
connection (Wired, wireless, VPN etc).

The proposed solution should be configured in high availability.

Must provide Role based access control (RBAC) for different user
groups based on their job role for solution management.

It must be a vendor agonistic solution suited for heterogeneous
network and the system should not have a single point of failure.

The solution must be seamlessly integrated with the Bank’s existing
SIEM, antivirus, patch management, active directory and other
security solutions.

10.

The solution should support guest access management with an
option for self-registration with proper auditing mechanisms and
the details of such guest users should be readily available from the
solution dashboard itself.

11.

In the event of any system/ solution failure the proposed solution
should be capable of being bypassed.

12.

The proposed solution should have the capability to store all
relevant logs for a minimum period of one year locally.

13.

The bidder is mandated to engage OEM professional services to
design and configure the solution as part of implementation. OEM
should ensure that all the configurations are done as per industry
best practices.

14.

The proposed solution should have the capability to block the end
point devices connected to both managed and unmanaged networks.

15.

The proposed solution should have predefined device templates for
a wide range of endpoints, such as IP phones, printers, IP cameras,
smartphones, and tablets etc.

Solution Capabilities

16.

The proposed solution must have the capability to automate the
process of device authentication to Bank’s network and to enforce
the necessary security policies to block, isolate or remediate
noncompliant devices in a quarantine zone/VLAN without any
intervention from the administrator.

17.

The solution should support both agent and agentless deployment
and must provide all the features and functionalities like profiling,
blocking, isolation remediation and reporting etc. irrespective of
type of deployment.

RFP for the supply, implementation & maintenance of NAC in NaBFID
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18.

Irrespective of the type and OS of the endpoint devices (Windows,
MAC OS, Linux, Android, I10S etc.), the proposed solution should
be able to perform the security profiling, compliance checks,
blocking, isolation and remediation etc.

19.

The solution should support all types of integration with other
networking infrastructure devices using APIl, SNMP, Syslogs etc.
in addition to the traditional 802.1x and RADIUS integration
without any compromise in the functionality offered.

20.

The proposed solution should have the capability to identify the
applications/ software installed in the endpoints and to perform a
compliance check against the list of Bank’s approved applications/
software.

21.

The solution must be capable of identifying and performing the
posture assessment of any new endpoint devices that are introduced
in the Bank’s network on a real time basis.

22.

The endpoint posture assessment may include the checks to gather
the details regarding the endpoint device’s OS, the list of patches
installed, Active directory integration status, services/processes
running, invalid services/processes, file existence, any Microsoft
registry settings, the anti-virus installed and its current antivirus
definitions etc...

23.

The proposed solution must have ability to quarantine the non-
compliant devices and as a part of remediation such devices may be
able to access the defined set of remediation servers/ SaaS
applications allowed by the Bank.

24,

Post admission, the solution must be capable of continuously
monitoring the endpoint devices, users and their sessions to take
necessary control if any suspicious activities are detected.

25.

Must support script-based device profiling method to execute the
command line scripts to profile the device.

26.

The proposed solution must be able to integrate with Endpoint
Patch management such as Windows Server Update Services
(WSUS) for Auto or Manual Remediation.

27.

The solution must have a tight integration with MDM solutions like
Microsoft Intune, Google Workspaces etc.

28.

Solution should support configuring MDM policy based on the
attributes like: Device Register Status, Device Compliant Status,
Disk Encryption Status, Jailbroken/Rooted Status, Serial Number,
Manufacturer, IMEI, OS Version, phone number, MAC Address
etc.

29.

The solution should be able to discover and block
unauthenticated/rogue devices without giving any access to the
network on real time basis.

RFP for the supply, implementation & maintenance of NAC in NaBFID
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30.

The proposed solution must support both LDAP and Secured LDAP
integration with Bank’s Active Directory, Azure Active Directory
etc..

31.

The proposed solution should support a wide range of
authentication protocols, including PAP, MS-CHAP, Extensible
Authentication Protocol (EAP)-MD5, Protected EAP (PEAP),
EAP-Flexible Authentication via Secure Tunneling (FAST), TEAP,
and EAP-Transport Layer Security (TLS) etc.

32.

The solution must support the following authentication methods:
1. 802.1X Authentication.

2. Non 802.1X Device Authentication

3. MAC Address based Authentication by type and pre-defined list
4. AD — LDAP & Secure-LDAP

5. RADIUS/ TACACS/ TACACS+/ Web Authentication etc.

6. Certificate based Authentication

33.

The proposed solution should support notification for guest users
by means of SMS, email etc..

34.

The solution should have provision for employee/sponsor approved
guest management.

35.

The solution must have an option for the creation of separate portals
for different sets of users based on type, location, device used etc..

36.

For guest management the solution should support API integration
with the various Social Media platforms like WhatsApp, Facebook
etc..

37.

The proposed solution should have the provision to set, restrict and
extent the guest access based on the grace period allowed by the
employee/ sponsor.

38.

The solution should use minimum FIPS 140-2 validated
cryptography for all data encryptions.

39.

The proposed solution should seamlessly integrate with SIEM
(LogRhythm) solution for effective incident management.

40.

The solution should be able to integrate with applications like
Bank’s VA systems, ITSM tools etc..

Administration, Manageability and Reporting

41.

The solution should have a central administration web-based
console for unified administration.

42.

The proposed solution should support remote access capabilities on
its management interface via HTTPS and SSH access

43.

The tool should support the use of Active Directory/LDAP as an
authentication mechanism for administrators.

44,

The solution must include integrated monitoring, reporting, and
troubleshooting engines accessible through a web-based GUI

45.

The system should support API integration for interaction with
other systems like performance monitoring tools, ITSM etc.

RFP for the supply, implementation & maintenance of NAC in NaBFID
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46.

The proposed solution must provide tamper proof auditing logs for
all systems users including admin for easy track of all changes made
in the system.

47.

The solution should support live reporting and Historical analytics
with reporting.

48.

The tool should provide the detailed inventory report of all the
assets connected to the network with basic fields like MAC address,
logged on user, OS, NIC vendor, Switch Port, etc.

49.

The solution should be flexible to allow the admin to create
organization specific profiles for various types of users, as per the
requirement in line with the audit of the solution against security
configuration.

50.

The reporting dashboard of the solution should be customizable as
per the Bank’s requirement.

51.

The tool should have provision to export the reports in standard file
formats like HTML, CSV, EXCEL, XML, PDF etc.

7.

Bank’s existing infrastructure

Details of the ecosystem infrastructure in use in the Bank is mentioned in the below given table.
Bidders shall ensure that the offered NAC solution/tool is compatible/capable to manage the
underlying infrastructure mentioned in the table.

Sr Item Make & Model

1 End user systems Laptops/Desktops with
Windows 10 & above OS

2 Routers CISCO C1114C

3 Switches CISCO MS120-48
CISCO MS210-48
CISCO MS120-48FP
CISCO MS120-48HW
CISCO MS210-24HW

4 Access points CISCO MR44

5 IP Phones Grandstream WP810
Grandstream GXV3450
Matrix/Sparsh VP 210 E
Matrix/Sparsh VP 510 E

6 Printers HP Color LaserJet Pro
Canon imageRUNNER

8. Deliverables & Implementation Timelines

Supply of NAC hardware device(s) along with required licenses to handle end user

systems, Network equipment’s, IP Phones and Printers

Implementation, Maintenance and Management of the solution for a period of 3 years,

extendable for 2 more years.

Product documents, including Solutioning documents, HLD, LLD
Standard Operating procedures

Training to Bank resources / Nominated resources.

RFP for the supply, implementation & maintenance of NAC in NaBFID
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The successful bidder must implement the solution within 12 weeks of releasing the
Contract Order.

Sr | Milestone Timeline
No

1. | Delivery of Hardware item 6 weeks
2. | Submission of HLD & LLD

3. | Implementation and Customization 4 weeks
4. | Training, UAT Sign off & Go Live 2 weeks

9. Cost of bidding

The Bidder shall bear all the costs associated with the preparation and submission of its bid and
the Bank will in no case be responsible or liable for these costs, regardless of the conduct or
outcome of the bidding process.

10. Language of bid

The language of the bid response and any communication with the Bank must be written in
English only. Supporting documents provided with the RFP response can be in another language
so long as it is accompanied by an attested translation in English, in which case, for purpose of
evaluation of the bids, the English translation will govern.

11. Services and Adherence to Standards

a. The Bidder should ensure that the quality of delivery, adhere to quality standards/ timelines
stipulated therefor.

b. The Bidder shall be willing to transfer skills to relevant personnel of NaBFID, by means of
training and documentation.

c. The selected bidder should adhere to all the applicable laws of land and rules, regulations
and guidelines prescribed by various regulatory, statutory and Government authorities.
During the course of assignment the selected bidder should provide professional and
impartial suggestive measures and advices keeping the Bank’s interest as paramount and
should observe the highest standard of ethics while executing the agreement.

12. Clarification and Amendments on RFP / Pre-Bid Meeting:

A bidder requiring any clarification on RFP may notify NaBFID in writing strictly as per the
format given in Annexure J by email within the date / time mentioned in the Schedule of Events.
The queries received (without identifying source of query) and response of NaBFID thereof, will
be conveyed to the Bidders via email or any other medium as may be deemed fit by NaBFID.
NaBFID reserves the right to amend, rescind or reissue RFP, at any time prior to the deadline for
submission of Bids. NaBFID, for any reason, whether, on its own initiative or in response to a
clarification requested by a prospective Bidder, may modify the RFP, by amendment which will
be made available to the Bidders by way of corrigendum / addendum. The interested parties /
Bidders are advised to check NaBFID’s email / website/GeM portal and ensure that clarifications
/ amendments issued by NaBFID, if any, have been taken into consideration before submitting
the Bid. Such amendments / clarifications, if any, issued by NaBFID will be binding on the
participating Bidders.

NaBFID will not take any responsibility for any such omissions by the Bidder. NaBFID, at its
own discretion, may extend the deadline for submission of Bids in order to allow prospective
Bidders a reasonable time to prepare the Bid, for taking the amendment into account. Nothing in
this RFP or any addenda / corrigenda or clarifications issued in connection thereto is intended to
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relieve Bidders from forming their own opinions and conclusions in respect of the matters
addressed in this RFP or any addenda / corrigenda or clarifications issued in connection thereto.

Any change in legal terms and conditions will be mutually agreed to only with the successful
bidder. No request for change in legal terms and conditions, other than what has been mentioned
in this RFP or any addenda / corrigenda or clarifications issued in connection thereto, will be
entertained and queries in this regard, therefore, will not be entertained before award of the
contract. Queries received after the scheduled date and time will not be responded to/acted upon.

13. Contents of Bid Document

The Bidder must thoroughly study / analyze and properly understand the contents of this RFP,
its meaning and impact of the information contained therein. Misrepresentation by the Bidder or
failure to furnish all information required in this RFP or submission of Bid not responsive to this
RFP in any respect will be at the Bidder’s risk and responsibility and the same may finally result
in rejection of its Bid. NaBFID has made considerable effort to ensure that accurate information
is contained in this RFP and is supplied solely as guidelines for Bidders.

The Bid prepared by the Bidder, as well as all correspondences and documents relating to the
Bid exchanged by the Bidder and NaBFID and supporting documents and printed literature shall
be submitted in English.

The information provided by the Bidders in response to this RFP will become the property of
NaBFID and will not be returned. Incomplete information in Bid document may lead to non-
consideration of the proposal.

14. BID Preparation & Submission

Documents related to the bidding are to be submitted through GeM portal only. In case NaBFID
extends the scheduled date of submission of Bid document, the Bids shall be submitted by the
time and date rescheduled. All rights and obligations of NaBFID and Bidders will remain the
same.

Any Bid received after the deadline for submission of Bids prescribed, will be rejected.

15. Period of Bid Validity

Bid shall remain valid for a duration of 90 calendar days from Bid submission date or as may be
extended. In exceptional circumstances, NaBFID may solicit the Bidders’ consent to an
extension of the period of validity. The request and the responses thereto shall be made in writing.
A Bidder is free to refuse or not respond to the request. However, any extension of validity of
Bids will not entitle the Bidder to revise / modify the Bid document.

16. Bid Integrity

Willful misrepresentation of any fact within the Bid will lead to the cancellation of the Contract
without prejudice to other actions that NaBFID may take. All the submissions, including any
accompanying documents, will become property of NaBFID. The Bidders shall be deemed to
license, and grant all rights to NaBFID, to reproduce the whole or any portion of their Bid
document for the purpose of evaluation and to disclose the contents of submission for regulatory
and legal requirements.

17. Bid Security/ EMD (Refundable)

The bidder should deposit bid security of Rs.3,00,000/- (Rupees Three Lac Only) in the form of
a demand draft or Bank Guarantee favoring National Bank for Financing Infrastructure &
Development (NaBFID), payable at Mumbai or a Bank Guarantee issued from a Scheduled
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Commercial Bank. Bank Guarantee should be valid for a minimum of 6 months (180 days) from
the date of submission of bids with a claim period of 45 days.

In case of bidders registered with NSIC/Udyog Aadhaar as MSME or a Start-up Company, they
are eligible for waiver of EMD. However, SME bidders need to provide valid NSIC/MSME
Certificate clearly mentioning that they are registered with NSIC under single point registration
scheme or Udyog Aadhaar. Start-up bidders are required to submit Certificate of Recognition
issued by Department for Promotion of Industry and Internal Trade (DPIIT), Ministry of
Commerce & Industry, Government of India. In addition, SME bidders must submit Annexure
N in physical form (Hard copy) duly signed by Chartered Accountant before the last date and
time of submission of bid.

Other terms & conditions relating to Bid security is as under:
e No interest will be payable on the Bid Security amount.
e Unsuccessful Bidders’ Bid security will be returned after completion of tender process.
Unsuccessful Bidders should submit the Letter for Refund of EMD/Bid Security for returning
of the bid security amount as per Annexure M
e Bid Security will be forfeited in the following cases:
» If a bidder withdraws its bid during the period of bid validity; or
> If a Bidder makes any statement or encloses any form which turns out to be false /
incorrect at any time prior to signing of Contract.
> In case of successful bidder, if the bidder fails:
e To execute Contract & NDA within the stipulated time or
e The successful Bidders Bid security will be discharged upon the Bidder signing the Contract
Agreement & NDA.

18. Amendment of Bidding Documents

Prior to the last date for bid-submission, Bank may, for any reason, whether at its own initiative
or in response to clarification(s) sought from the prospective Bidders, modify the RFP contents/
covenants by amendment. Clarification /amendment, if any, will be notified on GeM portal/
Bank’s website. No individual communication would be made in this respect. In order to provide,
Bidders, reasonable time to take the amendment into account for preparing their bid, the Bank
may, at its discretion, extend the last date of submission of bids.

19. Authorization to Bid

The proposal/ bid being submitted would be binding on the Bidder. As such, it is necessary that
authorized personnel of the firm or organization sign the bid documents. The designated
personnel should be authorized by a senior official of the organization having authority. All
pages of the bid shall be initiated by the person or persons signing the bid. Bid form shall
be signed in full & official seal affixed. Any inter-lineation, erasure or overwriting shall be
valid only if they are initialed by the person or persons signing the Bid. All such initials shall be
supported by a rubber stamp impression of the Bidder’s firm.

The proposal must be accompanied with an undertaking letter duly signed by the designated
personnel providing a bid commitment. The letter should also indicate the complete name and
designation of the designated personnel.

The Technical bid should contain the proof for the eligibility criteria, technical solution and un-
priced Technical bid and should contain all information asked for in these documents.

In the first stage, EMD/security deposit and Integrity Pact (IP) signed by authorized signatory
submitted by bidder will be reviewed and if these are as per prescribed format/RFP document
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then only TECHNICAL BID will be evaluated. Bidders satisfying the technical requirements as
determined by the Bank and accepting the terms and conditions of this document only shall be
short-listed for empanelment.

20. Technical & Commercial bids

The Technical Bid should be complete in all respects and contain all information asked for in
this document.

The following documents are required to be uploaded to the GeM portal (in the order of
precedence) at the time of bid submission.

Annexure A - Bid form

e Annexure B - Eligibility criteria confirmation

e Company Registration proof

e Evidence for Turn over & Net worth compliance.

e Evidence for support Centre at Mumbai [Office address with contact number]

e Evidence for mandatory experience [only relevant parts of the document]

e Annexure B1- Declaration of not blacklisted

e Annexure B2- Bidder details

e Annexure C1- Technical scoring sheet [Self assessed]

e Evidence to prove technical scoring for items/criteria 1 to 6

e Annexure C2- Commercial Bid [Signed blank format to be incorporated in Technical bid
and properly filled Commercials to be uploaded as Commercial Bid in GeM]

e Annexure D — Integrity Pact.

e Annexure E — Declaration of Compliance.

e Annexure F — Restrictions on procurement due to National Security.

e Annexure G — Bid security declaration.

e Annexure H — Certificate of waiver of MSE Firms, if applicable

e OEM Authorization [MAF]

e Copy of the RFP & its Corrigendum (if any), duly signed & sealed.

Bidders shall use Annexure | (Letter of refund of EMD) to seek back the submitted EMD post
completion of the RFP process & Annexure J for Prebid queries. Further, selected bidder shall
use Appendix | & Appendix Il for the Non-Disclosure Agreement & Performance Bank
guarantee submissions [No changes in the format is allowed later].

Non submission of the above documents at the time of bid submission will be liable for rejection
of bid. Bidders are expected to examine all terms and instructions included in the documents.
Failure to provide all requested information will be at the bidder’s own risk and may result in the
rejection of the bid.

The Bid should be signed by the authorized signatory of the bidder. A power of attorney to that
effect shall be submitted by the bidders along with technical bid. Copies of relevant documents
/ certificates as proof in support of various information submitted in aforesaid annexures and
other claims made by the bidder.

The Bank would like to expressly state that any assumption, presumptions, modifications, terms,
conditions, deviation etc., which the bidder includes in any part of the Bidder’s response to this
RFP, will not be considered either for the purpose of evaluation or at a later stage, unless such
assumptions, presumptions, modifications, terms, conditions deviations etc., have been accepted
by the Bank and communicated to the bidder in writing. The Bidder at a later date cannot make
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any plea of having specified any assumption, terms, conditions, deviation etc. in the Bidder’s
response to this RFP document. No offer can be modified or withdrawn by a Bidder after
submission of Bid(s).

All the Annexures should be submitted in the prescribed format, in the letter head of bidder duly
signed with seal of the company. The bidder should ensure that all the Annexures are submitted
as prescribed by the Bank. In case it is not in the prescribed format, it is liable to be rejected.

In the first stage, the Bids will be opened and evaluated. Proposals of such Bidders satisfying
eligibility criteria and agreeing to comply with all the terms and conditions specified in the RFP
will be evaluated for technical criteria/specifications/eligibility. Only those Bids complying with
technical criteria shall become eligible for further RFP evaluation process.

21. Rejection of Bid
The Bid is liable to be rejected if:

» The document does not bear the signature of authorized person in each page and duly
stamped.

> Itis received after expiry of the due date and time stipulated for Bid submission.

» Incomplete bids, including non-submission or non-furnishing of requisite documents /
Conditional Bids / Bids not conforming to the terms and conditions stipulated in this
Request for proposal (RFP) are liable for rejection by the Bank.

> Itis evasive or contains incorrect information.

» Any form of canvassing / lobbying /influence/ query regarding short listing, status etc.
will be a disqualification.

» Bidder should comply with all the points mentioned in the scope of work, technical
specifications and all other clauses of RFP. Non-compliance of any point will lead to
rejection of the bid.

» Non-submission of bid security/EMD/Integrity Pact (IP).

22. RFP Clarifications / Bidder’s queries

Queries/ clarifications will not be entertained over the phone. All queries and clarifications must
to this bid be sought by email rfp@nabfid.org with subject “RFP for the implementation of
NAC solution” as per Annexure J

23. Technical Bid Evaluation

During the period of evaluation, bidders may be asked to provide more details and explanations
about information provided in the proposals. Bidders should respond to such requests seeking
explanation through GeM portal within the provided time and if the bidder does not comply or
respond by the date, their bid will be liable to be rejected. It is the responsibility of bidder to
check the portal in order to ascertain any clarifications are sought by bank post last date of bid
submission. No separate intimation will be made by the bank to the participated bidders. If any
part of the technical specification offered by the bidder is different from the specifications sought
in our RFP, the bidder has to substantiate the same in detail the reason of their quoting a different
specification than what is sought for, like higher version or non-availability of the specifications
quoted by us, invariably to process the technical offer and it should be compatible to our
application.

Setting of evaluation criteria for selection purposes shall be entirely at the discretion of the Bank.
The decision of the bank in this regard shall be final and no correspondence shall be entertained
in this regard.

The Bank may, at its discretion, waive any minor informality, nonconformity, or irregularity in
a bid which does not constitute a material deviation, provided such waiver does not prejudice or
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affect the relative ranking of any bidder. Wherever necessary, observations on such minor issues
(as mentioned above) Bank may be conveyed to the bidder, asking them to respond by a specified
date also mentioning therein that, if the bidder does not respond by the specified date, their bid
will be liable to be rejected.

24. Evaluation Methodology

a. Technical Bids received within the prescribed date and time will be opened in the
presence of the authorized representatives of the firms/Company bidding who choose to
attend the opening of the offer on the date and time specified in this RFP document. The
Authorized representative of the firm present for the opening should have photo
identification and shall sign in the register of attendance. The representative must submit
an authority letter duly signed by the Firm, authorizing him to represent and attend the
bid opening on behalf of the firm.

b. For qualifying technically, the minimum score will be 60 out of total marks of 100 and
the bidders who do not score 60% shall be liable to be rejected. In case during technical
evaluation, all the bidders fail to score more than 60% marks, or less than three bidders
obtain more than 60% marks, then at Bank’s discretion, the minimum scoring criteria
will be reduced to 50%. The decision of the Bank in this regard shall be final. However,
Bank reserves the right to modify these criteria as per the availability of bids subsequent
to the result of technical evaluation.

c. After qualifying the eligibility criteria, the bidder will be determined as a successful
bidder based on QCBS (Quality and Cost Based Selection) method. In this method, the
Bidder will be evaluated based on their Technical Criteria (as mentioned in Appendix-
C) & Commercial Price Bid (as per Appendix- F) jointly.

d. Weightage for technical Bid & Commercial Bid will be in the ratio of 60:40. The Bidders
gets the highest marks cumulatively in Technical & Commercial Bid will be declared as
successful Bidder.

Formula for QCBS scoring:

S = (T/T High x 60) + (C-Low/C x 40)

Where:

S = Score of the Bidder

T = Technical score of the Bidder

T-High = Highest Technical score among the Bidders

C = Quote as provided by the Firm

C-Low = Lowest Quote of C among the Firms

The Bidder securing the highest score becomes the successful Bidder

25. Awarding of contracts / Projects

The bidder selection will be based on Techno Commercial evaluation with a ratio of weightage
of 60 (Technical score) : 40 (Commercial offer) through GeM portal. Such successful bidders
shall submit Bank Guarantee for a value of 5% of the project cost (TCO) with a claim period of
3 months post completion of the project period as per the format mentioned in Annexure 1.

Onboarded resource ( if any) shall work from Bank premises (from its Mumbai Office) during
Bank working days (Monday to Friday) from 9.30 AM to 6.30 PM , unless the Bank agrees
otherwise in the respective Work Order / purchase Order of a particular project.
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26. Penalties & Payment Terms

Selected bidder shall be liable to pay liquidated damages of 1% of the PO value, per week or part
thereof for delay and not adhering to the time schedules of such Purchase Orders. In addition, if
the project/activity includes resources to be onboarded at Bank premises, unauthorized absence
of such resources during the project period /days shall attract penalty. The penalty will be Rs.
500/- per day of absence of L1 resource & Rs. 1000/- per day of absence of L2/L3 resources.
Resources are supposed to be working from Bank premises (unless the Bank specifies in the
work order), during Bank working days & working hours.

If the selected bidder fails to complete the due performance in accordance with the terms and
conditions of such Purchase Orders, the Bank reserves the right either to cancel the Purchase
Order or to accept performance already made by the selected bidder. Penalty is not applicable
for reasons attributable to the Bank and Force Majeure. However, it is the responsibility of the
Vendor to prove that the delay is attributable to the Bank and Force Majeure. The Vendor shall
submit the proof authenticated by the Applicant and Bank’s official that the delay is attributed
to the Bank and / or Force Majeure along with the bills requesting payment.

Penalties for the shortfall in Performance Levels (SLAS)

Vendor will have to guarantee a minimum uptime [A] of 99.9%, calculated on a monthly basis.
Solution availability will be 99.9% on 24x7x365. The penalty will be calculated as per the details
given below.

Uptime percentage Penalty Details
A >=99.9% No Penalty
99.9% =< A <99% 2% of cost of monthly charges
99% =< A <=98.5% 5% of cost of monthly charges
Penalty at an incremental rate of 1% (in addition to a
A <98.5% base of 5%) of monthly charges for every 0.1% lower
than the stipulated uptime

Payment Terms
Following payment terms will be followed during the project implementation/ period

SL | Payment Milestone Payment
No [ % of Project Cost]
[ 1T of Commercial bid doc]
1. Hardware & Software/License delivery 40%
2. Submission of HLD/LLD Documents & 10%
acceptance by the Bank
3. Implementation UAT sign off 10%
4. Production sign off 30%
5. Submission of 5% BG 10%
Recurring Cost
1. Annual Charges] AMC/ATS] HY in arrear
2 FM resource charges, if any Quarterly, in arrear

Payments will be made Online in INR within 30 days from Invoice submission date.
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27. Right to Audit

The selected Bidder shall be subject to audit by internal / external auditors appointed by NaBFID
/ inspecting official from the Reserve Bank of India or peer banks or any regulatory authority,
covering the risk parameters finalized by NaBFID / such auditors in the areas of services etc.
provided to NaBFID and Service Provider is required to submit such certification by such
auditors to NaBFID. NaBFID can make its expert assessment on the efficiency and effectiveness
of security, control, risk management, governance system and process created by the Service
Provider. The Service Provider shall, whenever required by the auditors, furnish all relevant
information, records / data to them. Except for the audit done by Reserve Bank of India or any
statutory / regulatory authority, NaBFID shall provide reasonable notice not less than 7 (seven)
days to Service Provider before such audit and same shall be conducted during normal business
hours.

Where any deficiency has been observed during audit of the Service Provider on the risk
parameters finalized by NaBFID or in the certification submitted by the auditors, the Service
Provider shall correct / resolve the same at the earliest and / or within timelines stipulated by
NaBFID and shall provide all necessary documents related to resolution thereof and the auditor
shall further certify in respect of resolution of the deficiencies. The resolution provided by the
Service Provider shall require to be certified by the Auditors covering the respective risk
parameters against which such deficiencies have been observed. The remediation of deficiencies
will have to be done to the satisfaction of Auditors and / or NaBFID and decision of NaBFID in
this regard will be final. Failure to correct / resolve any deficiencies shall entitle NaBFID to
exercise any remedies available to it under this RFP / Contract including the right to terminate
the Contract.

Service Provider further agrees that whenever required by NaBFID, it will furnish all relevant
information, records / data to such auditors and / or inspecting officials of the NaBFID / Reserve
Bank of India and / or any regulatory authority(ies). NaBFID reserves the right to call for and /
or retain any relevant information / audit reports on financial and security review with their
findings undertaken by the Service Provider. However, Service Provider shall not be obligated
to provide records / data not related to Services under the Agreement (e.g., internal cost breakup,
etc.).

28. Sub-Contracting
As per the scope of this RFP, sub-contracting is not permitted.

29. Limitation of Liability

The maximum aggregate liability of the Service Provider in respect of any claims, losses, costs,
or damages arising out of or in connection with this RFP / Contract shall not exceed the Total
Project Cost. Under no circumstances shall either party be liable for any indirect, consequential
or incidental losses, damages or claims including loss of profit, loss of business or revenue.

The limitations set forth herein shall not apply with respect to claims that are the subject of
indemnification pursuant to infringement of third-party intellectual property rights / Damage(s)
occasioned by the Gross Negligence or Willful Misconduct of Service Provider / Damage(s)
occasioned by Service Provider for breach of confidentiality obligations / Regulatory or statutory
fines imposed by a government or regulatory agency for non-compliance of statutory or
regulatory guidelines applicable to NaBFID, provided such guidelines were brought to the notice
of Service Provider.
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30. Confidentiality

Confidentiality obligation of selected bidder shall be as per Non-disclosure Agreement placed as
Appendix-I to this RFP. NaBFID reserves its right to recall all NaBFID’s materials including
confidential information, if stored in Service Provider system or environment, at any time during
the term of the Contract or immediately upon expiry or termination of Contract. Service Provider
shall ensure complete removal of such material or data from its system or environment (including
backup media) to the satisfaction of NaBFID.

31. Delay in Service Provider’s Performance

If at any time during performance of the Contract, Service Provider encounters conditions
impeding timely delivery of the Services, Service Provider shall promptly notify NaBFID in
writing of the fact of the delay, its likely duration and cause(s). As soon as practicable after
receipt of Service Provider’s notice, NaBFID shall evaluate the situation and may, at its
discretion, extend Service Providers’ time for performance, in which case, the extension shall be
ratified by the parties by amendment of the Contract. Any delay in performing the obligation /
defect in performance by Service Provider may result in imposition of penalty, liquidated
damages and / or termination of Contract (as laid down elsewhere in this RFP document).

32. Service Provider’s Obligation

Service Provider is responsible for and obliged to conduct all contracted activities in accordance
with the Contract using state-of-the-art methods and economic principles and exercising all
means available to achieve the performance specified in the Contract. It will also ensure that any
change in its constitution, ownership or any material incident having a bearing on its performance
obligation towards NaBFID will be immediately brought to the notice of NaBFID along with an
action plan to cure deficiencies, if any, arising therefrom.

Service Provider is obliged to work closely with NaBFID’s staff, act within its own authority
and abide by directives issued by NaBFID from time to time and complete implementation
activities.

Service Provider will abide by the job safety measures prevalent in India and will free NaBFID
from all demands or responsibilities arising from accidents or loss of life, the cause of which is
Service Provider’s negligence. Service Provider will pay all indemnities arising from such
incidents and will not hold NaBFID responsible or obligated. Service Provider is responsible for
activities of its personnel and will hold itself responsible for any misdemeanors.

Service Provider shall treat as confidential all data and information about NaBFID, obtained in
the process of executing its responsibilities, in strict confidence and will not reveal such
information to any other party without prior written approval of NaBFID as explained under
‘Non-Disclosure Agreement’ in Appendix-I of this RFP.

Without NaBFID’s prior written permission, Service Provider shall not store or share NaBFID’s
materials including confidential information outside the geographical boundary of India or in/
with a public cloud.

Service Provider agrees that it shall communicate to NaBFID well in advance along with detail
plan of action, if any, changes in Service Provider’s environment / infrastructure is of the nature
that may have direct or indirect impact on the Services provided under the Contract or operations
of its Services. Service Provider shall ensure confidentiality, integrity, and availability of
NaBFID’s information at all times.
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33. Liquidated Damages

If the Service Provider fails to deliver and / or perform any or all the Services within the
stipulated time schedule as specified in this RFP / Contract / Purchase orders, NaBFID may,
without prejudice to its other remedies under the RFP / Contract, and unless otherwise extension
of time is agreed upon without the application of liquidated damages, deduct from the Project
Cost, as liquidated damages a sum equivalent to 1 % of total Project Cost for delay of each week
or part thereof. The maximum amount that may be levied by way of liquidated damages shall
not exceed 10% of the Total Project Cost. Once the maximum deduction is reached, NaBFID
may consider termination of the Agreement. Liquidated damages will be levied in addition to the
other penalty clauses.

34. Termination for Default

NaBFID may, without prejudice to any other remedy for breach of Contract, written notice of
not less than 30 (thirty) days, terminate the Contract in whole or in part:

e |f the Service Provider fails to deliver any or all the obligations within the time period
specified in the RFP/Contract /subsequent projects/activities during the empanelment
period, or any extension thereof granted by NaBFID.

e If the Service Provider fails to perform any other obligation(s) under the RFP / Contract.

¢ Violations of any terms and conditions stipulated in the RFP / subsequent activity/project
bid documents.

e On happening of any termination event mentioned in the RFP / Contract.

In the event NaBFID terminates the Contract in whole or in part for the breaches attributable to
Service Provider, NaBFID may procure, upon such terms and in such manner as it deems
appropriate, software and Services similar to those undelivered, and subject to limitation of
liability clause of this RFP Service Provider shall be liable to NaBFID for any increase in cost
for such similar Solution and / or Services. However, the Service Provider shall continue
performance of the Contract to the extent not terminated.

If the Contract is terminated under any termination clause, Service Provider shall handover all
documents / executable / NaBFID’s data or any other relevant information to NaBFID in timely
manner and in proper format as per scope of this RFP and shall also support the orderly transition
to another service provider or to NaBFID.

During the transition, the Service Provider shall also support NaBFID on technical queries /
support on process implementation or in case of software provision for future upgrades.
NaBFID’s right to terminate the Contract will be in addition to the penalties / liquidated damages
and other actions as specified in this RFP.

35. Force Majeure

Notwithstanding the provisions of terms and conditions contained in this RFP, neither party shall
be liable for any delay in performing its obligations herein if and to the extent that such delay is
the result of an event of Force Majeure. For the purposes of this clause, 'Force Majeure' means
extraordinary events or circumstances beyond human control such as an act of God (like a natural
calamity) or events such as wars, insurrections, revolution, civil disturbance, riots, terrorist acts,
public strikes, hartal, bundh, fires, floods, epidemic, quarantine restrictions, freight embargoes,
declared general strikes in relevant industries, Vis Major, acts of Government in their sovereign
capacity, impeding reasonable performance of Service Provider but does not include any
foreseeable events, commercial considerations or those involving fault or negligence on the part
of the party claiming Force Majeure.
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If a Force Majeure situation arises, Service Provider shall promptly notify NaBFID in writing of
such condition and the cause thereof. Unless otherwise directed by NaBFID in writing, Service
Provider shall continue to perform its obligations under the Contract as far as is reasonably
practical and shall seek all reasonable alternative means for performance not prevented by the
Force Majeure event.

If the Force Majeure situation continues beyond continuous period of 30 (thirty) days, either
party shall have the right to terminate the Contract by giving a notice to the other party. Neither
party shall have any penal liability to the other in respect of the termination of the Contract as a
result of an event of Force Majeure. However, the Service Provider shall be entitled to receive
payments for all services actually rendered up to the date of the termination of the Contract.

Termination for Insolvency:

NaBFID may, at any time, terminate the Contract by giving written notice to Service Provider,
if Service Provider becomes bankrupt or insolvent or any application for bankruptcy, insolvency
or winding up has been filed against it by any person. In this event, termination will be without
compensation to Service Provider, provided that such termination will not prejudice or affect any
right of action or remedy, which has accrued or will accrue thereafter to NaBFID.

Termination for Convenience:

NaBFID, by written notice of not less than 90 (Ninety) days, may terminate the Contract, in
whole or in part, for its convenience, provided same shall not be invoked by NaBFID before
completion of half of the total Contract period.

In the event of termination of the Contract for NaBFID’s convenience, Service Provider shall
be entitled to receive payment for the Services rendered (delivered) up to the effective date of
termination.

36. Disputes / Arbitration (Applicable only in case of successful bidders)

All disputes or differences whatsoever arising between the parties out of or in connection with
the Contract (including dispute concerning interpretation) or in discharge of any obligation
arising out of the Contract (whether during the progress of work or after completion of such work
and whether before or after the termination of the Contract, abandonment or breach of the
Contract), shall be settled amicably. If however, the parties are not able to solve them amicably
within 30 (thirty) days after dispute occurs as evidenced through the first written communication
from any party notifying the other regarding the disputes, either party (NABFID or Service
Provider), give written notice to other party clearly setting out therein specific dispute(s) and /
or difference(s) and shall be referred to a sole arbitrator mutually agreed upon, and the award
made in pursuance thereof shall be binding on the parties. In the absence of consensus about the
single arbitrator, the dispute may be referred to an arbitration panel; one to be nominated by each
party and the said arbitrators shall nominate a presiding arbitrator, before commencing the
arbitration proceedings. The arbitration shall be settled in accordance with the applicable Indian
Laws and arbitration proceeding shall be conducted in accordance with Arbitration and
Conciliation Act 1996 and any amendment thereto. Any appeal will be subject to the exclusive
jurisdiction of courts at Mumbai.

Service Provider shall continue to work under the Contract during the arbitration proceedings
unless otherwise directed by NaBFID or unless the matter is such that the work cannot possibly
be continued until the decision of the arbitrator is obtained.

Arbitration proceeding shall be held at Mumbai, India, and the language of the arbitration
proceedings and that of all documents and communications between the parties shall be in
English.
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Applicable Law:
The Contract shall be interpreted in accordance with the laws of the Union of India and shall be
subjected to the exclusive jurisdiction of courts at Mumbai.

Taxes and Duties:

Service Provider shall be liable to pay all corporate taxes and income tax that shall be levied
according to the laws and regulations applicable from time to time in India and the commercial
price bid by Service Provider shall include all such taxes in the quoted price.

All expenses, stamp duty and other charges / expenses in connection with the execution of the
Contract as a result of this RFP process shall be borne by Service Provider. The Contract would
be stamped as per Maharashtra Stamp Act, 1958 and any amendment thereto.

Tax Deduction at Source:

Wherever the laws and regulations require deduction of such taxes at the source of payment,
NaBFID shall effect such deductions from the payment due to Service Provider. The remittance
of amounts so deducted and issuance of certificate for such deductions shall be made by NaBFID
as per the laws and regulations for the time being in force. Nothing in the Contract shall relieve
Service Provider from his responsibility to pay any tax that may be levied in India on income
and profits made by Service Provider in respect of this Contract

No Waiver of Bank Rights or Successful Bidder’s Liability:

Neither any sign-off, nor any payment by the Bank for acceptance of the whole or any part of
the work, nor any extension of time, nor any possession taken by the Bank shall affect or
prejudice the rights of Bank against the finally selected Bidder(s), or relieve the finally selected
Bidder(s) of his obligations for the due performance of the contract, or be interpreted as approval
of the work done, or create liability in the Bank to pay for alterations/ amendments/ variations,
or discharge the liability of the successful Bidder(s) for the payment of damages whether due,
ascertained, or certified or not or any sum against the payment of which he is bound to indemnify
the Bank nor shall any such certificate nor the acceptance by him of any such amount paid on
account or otherwise affect or prejudice the rights of the successful Bidder against Bank.

37. RFP Ownership

The RFP, proposals by bidders and all supporting documentation are the sole property of
NaBFID and should NOT be redistributed without prior written consent of Union Bank.
Violation of this would be a breach of trust and may, inter-alia cause the bidders to be irrevocably
disqualified. The aforementioned material must be returned to NaBFID when submitting the
proposal, or upon request; however, bidders can retain one copy for reference.

38. Tender/RFP Cancellation

The Bank reserves the right to cancel the Tender/RFP at any time without assigning any
reasons whatsoever.
XXX
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Annexure A

BID FORM (TECHNICAL BID)
[On Company’s letter head]

Date:

To:

Chief Information Security Officer

National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503

G block,BKC,Bandra , Mumbai - 51

Dear Sir,
Ref: RFP No. Ref: NaBFID / IS / RFP /04 dated March 10,2025.

We have examined the above RFP, the receipt of which is hereby duly acknowledged and
subsequent pre-bid clarifications / modifications / revisions, if any, furnished by NaBFID and
we offer to provide our consultancy services as detailed in this RFP. We shall abide by the terms
and conditions spelt out in the RFP. We shall participate and submit the details as mentioned in
the RFP.

While submitting this Bid, we certify that:

The undersigned is authorized to sign on behalf of the Bidder and the necessary support
document delegating this authority is enclosed to this letter. We declare that we are not in
contravention of conflict-of-interest obligation mentioned in this RFP. We have not induced or
attempted to induce any other Bidder to submit or not to submit a Bid for restricting competition.

We undertake that, in competing for (and, if the award is made to us, in executing) the above
Contract, we will strictly observe the laws against fraud and corruption in force in India namely
“Prevention of Corruption Act 1988”. We undertake that we will not offer, directly or through
intermediaries, any bribe, gift, consideration, reward, favour, any material or immaterial benefit
or other advantage, commission, fees, brokerage or inducement to any official of NaBFID,
connected directly or indirectly with the bidding process, or to any person, organization or third
party related to the Contract in exchange for any advantage in the bidding, evaluation, contracting
and implementation of the Contract.

We undertake that we will not resort to canvassing with any official of NaBFID, connected
directly or indirectly with the bidding process to derive any undue advantage. We also understand
that any violation in this regard, will result in disqualification of Bidder from further bidding
process.

It is further certified that the contents of our Bid are factually correct. We have not sought any
deviation from the terms and conditions of the RFP. We also accept that in the event of any
information / data / particulars proving to be incorrect, NaBFID will have right to disqualify us
from the RFP without prejudice to any other rights available to NaBFID.

We certify that while submitting our Bid document, we have not made any changes in the
contents of the RFP document, read with its amendments / clarifications provided by NaBFID.
We agree to abide by all the RFP terms and conditions, and the guidelines quoted therein for the
orders awarded by NaBFID up to the period prescribed in the RFP, which shall remain binding
upon us.

In case of declaration as successful Service Provider on completion of the bidding process, we
undertake to complete the formalities as specified in this RFP. Till execution of a formal
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contract, the RFP, along with NaBFID’s notification of award by way of issuance of purchase
order and our acceptance thereof, would be binding contractual obligation on NaBFID and us.
We understand that you are not bound to accept any bid you may receive, and you may reject all
or any bid without assigning any reason or giving any explanation whatsoever.

We hereby certify that our name does not appear in any “Caution” list of RBI / IBA or any other
regulatory body for outsourcing activity. We hereby certify that on the date of submission of bid
for this RFP, we do not have any past / present litigation which adversely affect our participation
in this RFP or we are not under any debarment / blacklist period for breach of contract / fraud /
corrupt practices by any Scheduled Commercial Bank / Public Sector Undertaking / State or
Central Government or their agencies / departments.

We hereby certify that on the date of submission of bid, we do not have any service level
agreement (SLA) pending to be signed with NaBFID for more than 6 months from the date of
issue of purchase order.

We hereby certify that we have read the clauses contained in O.M. No. 6/18/2019-PPD, dated
23.07.2020 order (Public Procurement No. 1), order (Public Procurement No. 2) dated
23.07.2020 and order (Public Procurement No. 3) dated 24.07.2020 regarding restrictions on
procurement from a bidder of a country which shares a land border with India. We further certify
that we are not from such a country or if from a country, have been registered with competent
authority. We certify that we fulfil all the requirements in this regard and are eligible to
participate in this RFP.

If our Bid is accepted, we undertake to enter and execute at our cost, when called upon by
NaBFID to do so, a contract / service level agreement (SLA) / Memorandum of Understanding
(MOQU) in the prescribed form and we shall be solely responsible for the due performance of the
Contract. Accordingly, we undertake that (a) we shall not withdraw or modify our bid during
the period of bid validity; (b) we have not made any statement or enclosed any form which may
turn out to be false / incorrect at any time prior to signing of contract; (c) if we are awarded the
Contract, we shall accept Purchase Order and / or sign the Contract with NaBFID, within the
specified time period in the RFP.

We further, hereby undertake and agree to abide by all the terms and conditions stipulated by
NaBFID in the RFP document.

Dated this ....... day of ..o 2025

(Signature) (Name)
(In the capacity of)
Duly authorized to sign Bid for and on behalf of

Seal of the company.
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Annexure B

Bidder’s eligibility criteria

Bidders meeting the following criteria are eligible to submit their Bids along with supporting
documents. If the Bid is not accompanied by all the required documents supporting Eligibility
Criteria, the same would be rejected:

Sr. No.

Eligibility Criteria

Compliance
(Yes/No)

Documents to be submitted
with this tender

The bidder should be registered Company
Partnership Firm / LLP under the Indian
companies Act 2013 or Partnership Act 1932 or|

Company’s Registration
document and valid address
proof / relevant document for

Authorities or Public Sector Undertakings
(PSUs / PSBs / Fls)

1. Indian LLP Act 2008 and should have office in Mumbai office.
Mumbai. The bidder should be in existence for
a period of at least 5 years as on March 01,
The bidder should have an annual turnover off Auditor’s  Certificate by
not less than Rs.1 Crore in the last three FYs mentioning the Annual turnover
) (i.e. 2021-22, 2022-23 & 2023-24). for the mentioned financial
' years in tabular format should be
Note- It should be individual company turnover submitted.
and not that of any group of companies.
The bidder should have positive Net worth Auditor’s Certificate,
during last three financial years (i.e. 2021-22, mentioning the Net worth for the
3. 2022-23 & 2023-24). mentioned financial years in
tabular format, should be
submitted.
The Bidder should have an experience of at Submit Documentary  Proof
least two in the implementation, management (relevant parts) of Purchase
5. and operations of Network Access Control Order / Work Order / sign off
(NAC) project in BFSI in India during the last any other relevant document tg
5 years. establish the proof.
The Bidder should have at least 10 Submit the declaration in
professionals having valid certification of company letter head
CISSP / CISA /CISM/CCSP/OSCP /OSCE
6. ISO 27001 LA /CEH as full-time employees
and experience of at least THREE years in
Information Security & Cyber Security]
domainc
Bidder should have office presence/ Support Office address with relevant
7. Centre in Mumbai details in official letter head to
be submitted
Bidder must not be blacklisted / debarred by Submit an Undertaking in
g any Statutory, Regulatory or Government company letterhead in this

regard

Documentary evidence must be furnished against each of the above criteria along with an index. All documents
must be signed by the authorized signatory of the Bidder. Relevant portions, in the documents submitted in
pursuance of Eligibility Criteria, should be highlighted.

Name & Signature of authorized signatory

Seal of

Company
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Annexure B1
Declaration of Not Blacklisted

Undertaking to be submitted by all Bidders on their letter head)

Place:
Date:
To:
Chief Information Security Officer
National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503, G block
BKC, Bandra , Mumbai - 51
We (bidder name), hereby undertake that we have not been

blacklisted by the Government Authority or Public Sector Undertaking (PSUs) in India or any

Financial Institution in India as on date of submission of response.

We also undertake that; we were never involved in any legal case that may affect the solvency /
existence of our firm or in any other way that may affect capability to provide / continue the

services to bank.
Yours faithfully,
Authorized Signatories

(Name, Designation and Seal of the Company)

Date:

RFP for the supply, implementation & maintenance of NAC in NaBFID
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Annexure B2
Bidder Details

S. Particulars Details
No.
1. Name
2. Date of Incorporation and/or commencement of
business
3. Certificate of incorporation

4. Brief description of the Bidder including details of its
main line of business

5. Cert-In certification details (Copy of current & valid
certificate to be enclosed)

Company website URL

Company Pan Number

Company GSTIN Number

Particulars of the Authorized Signatory of the Bidder
Name

Designation

Address

Phone Number (Landline)

Mobile Number

Email Address

©|®o N

Name & Signature of authorized signatory

Seal of Company
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Annexure C1
Technical Scoring sheet

) Self- Details
Maximum

# Technical Scoring Criteria evaluation
Score
score
1 |Average Annual Turnover of the bidder in the last 15
three financial years (i.e., 2021-22,2022-23 &
2023-24)

e >50 Crore: 15 Marks
e >10 < =50 Crore Turnover: 10 marks
e >1 < =10 Crore Turnover: 5 marks

2 [No. of Years of experience of the firm in IT 20
infrastructure/  Information ~ Security/  Cyber
Security related activities in India in BFSI Sector.
(Evidence of the 1st assignment to be enclosed as
proof of experience /experience will be counted
from the date of most relevant evidence)

e >10 Years: 20 Marks

e >71t0<=10 Years: 15 marks

e > =510 <=7 Years: 10 marks

3 [Number of similar projects (NAC project) carried 20
out by the SI for BFSI/Central Govt/Regulatory
firms in India during last five financial years from
the date of this RFP.

Two marks per assignment for different
activities/projects

(Purchase Order/Work Order/ sign off/ work
completion confirmation or any other relevant
document agreed by the Bank to be submitted as
evidence)

4 |Skilled Employees / Resources on role with an 15
experience of more than 2 years related to
Information Technology, Information Security &
Cyber Security domains.

e More than 100: 15 Marks

e 51 to 100 Employees: 10 Marks

e 50 or less Employees :5 Marks
(Declaration on official letter head signed by
competent authority to be submitted)

5 |Number of similar projects (NAC project) carried 14
out by the SI for Banks /AlIFIs in India during last
five financial years from the date of this RFP.

Two marks per assignment for different
activities/projects

(Purchase Order/Work Order/ sign off/ work
completion confirmation or any other relevant
document agreed by the Bank to be submitted as
evidence)
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6 |Number of implementations of the proposed NAC 16
solution carried out (OEM specific) in BFSI in
India during last five financial years from the date
of this RFP.

Two marks per assignment for different
activities/projects

(Purchase Order/Work Order/ sign off/ work
completion confirmation or any other relevant
document by OEM agreed by the Bank to be
submitted as evidence)

Total Marks 100

RFP for the supply, implementation & maintenance of NAC in NaBFID
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Annexure C2

Commercial Bid format

Implementation, Management & Maintenance of Network Access Control

Sr | Item Cost Taxes, if any Total Cost
(in INR) (in INR) (in INR)
A B C= (A+B)
1 | Product Costing
la | Cost of appliance /device
/Hardware
(with 1 year warranty)
1b | Cost of licenses, if any
(with one year support)
1c | One Time Implementation Cost
1T | TOTAL
2 | Support Cost for Year 2 & 3
2a | AMC & ATS costs for year 2
2b | AMC & ATS cost for year 3
2T | TOTAL
3 | TCO-Grand Total [1 T + 2T]
3 | TCO- Grand Total (in words)
3 | Facility Management Costing [Optional Item] (Mandatorily to be quoted)
3a | Yearly Costing — one L1 resource
3b | Yearly Costing — one L2 resource
4 | Support Cost for Year 4 & Year 5 [Optional Item] (Mandatorily to be quoted)
4a | AMC & ATS cost for Year 4
4b | AMC & ATS cost for year 5
Note :

1. If disparity in quote between figures & words, commercial quote written in words will be
considered as final.
2. Payments will be released against submission of original invoices & sign off by the Bank.

w

(Signature)

Name & Designation of the authorized signatory:

Company Name:

Date:

RFP for the supply, implementation & maintenance of NAC in NaBFID

The offered commercials shall have a validity of 90 days from the date of the offer.
4. Commercial offer shall be in the letter head of the company, with office seal.
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Annexure D
Integrity Pact

Tender Ref.No: NaBFID / IS / RFP /04 dated March 10,2025

Whereas NaBFID constituted under the National Bank for Financing Infrastructure and Development
Act, 2021 having its headquarters at Mumbai acting through its Chief Information Security
Officer’s(CISO) Office, represented by Chief Information Security Officer, hereinafter referred to as the
Buyer and the first party, proposes to procure a Cyber Insurance Policy, hereinafter referred to as Services.
And

M/S. i , represented by.............ooeiniinnL. , Chief Executive Officer (which
term, unless expressly indicated by the contract, shall be deemed to include its successors and its
assignee), hereinafter referred to as the Bidder/ Seller and the second party, is willing to offer/ has offered
the Stores and / or Services.

2. Whereas the Bidder / Seller is a private company/public company /partnership/ registered export
agency, constituted in accordance with the relevant law in the matter and the Buyer is a Public Sector
Undertaking and registered under Companies Act 1956. Buyer and Bidder/Seller shall hereinafter be
individually referred to as “Party” or collectively as the “parties”, as the context may require.

3. Preamble

Buyer has called for tenders under laid down organizational procedures intending to enter into contract/s
for supply / purchase / etc. of ......ooviiriiii and the Bidder / Seller is
one amongst several bidders/Proprietary Vendor/Customer Nominated Source/Licensor who has
indicated a desire to bid/supply in such tendering process. The Buyer values and takes primary
responsibility for values full compliance with all relevant laws of the land, rules, regulations, economic
use of resources and of fairness / transparency in its relations with its Bidder(s) and / or Seller(s).

In order to achieve these goals, the Buyer will appoint Independent External Monitor(s) (IEM) in
consultation with Central Vigilance Commission, who will monitor the tender process and the execution
of the contract for compliance with the principles mentioned above.

4. Commitments of the Buyer.

4.1 The Buyer commits itself to take all measures necessary to prevent corruption and fraudulent practices
and to observe the following principles: -

i) No employee of the Buyer, personally or through family members, will in connection with the tender,
or the execution of a contract demand, take a promise for or accept, for self or third person, any material
or immaterial benefit which the person is not legally entitled to.

ii) The Buyer will during the tender process treat all Bidder(s) / Seller(s) with equity and reason. The
Buyer will in particular, before and during the tender process, provide to all Bidder(s) / Seller(s) the same
information and will not provide to any Bidder(s)/ Seller(s) confidential / additional information through
which the Bidder(s) / Seller(s) could obtain an advantage in relation to the process or the contract
execution.

The Buyer will exclude from the process all known prejudiced persons.

4.2 If the Buyer obtains information on the conduct of any of its employees which is a criminal offence
under the Indian Legislation Prevention of Corruption Act 1988 as amended from time to time or if there
be a substantive suspicion in this regard, the Buyer will inform to its Chief Vigilance Officer and in
addition can initiate disciplinary action.

5. Commitments of the Bidder(s) / Seller(s).

5.1 The Bidder(s)/ Seller(s) commit himself to take necessary measures to prevent corruption. He commits
himself to observe the following principles during his participation in the tender process and during the
contract execution.

The Bidder(s)/ Seller(s) will not, directly or through any other persons or firm, offer promise or give to
any of the Buyer’s employees involved in the tender process or the execution of the contract or to any
third person any material or other benefit which he / she is not legally entitled to, in order to obtain in
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exchange any advantage during the tendering or qualification process or during the execution of the
contract.

The Bidder(s)/ Seller(s) will not enter with other Bidders / Sellers into any undisclosed agreement or
understanding, whether formal or informal. This applies in particular to prices, specifications,
certifications, subsidiary contracts, submission or non-submission of bids or any other actions to restrict
competitiveness or to introduce cartelization in the bidding process.

The Bidder(s)/ Seller(s) will not commit any offence under the Indian legislation, Prevention of
Corruption Act 1988 as amended from time to time. Further, the Bidder(s)/ Seller(s) will not use
improperly, for purposes of competition or personal gain, or pass on to others, any information or
document provided by the Buyer as part of the business relationship, regarding plans, technical proposals
and business details, including information contained or transmitted electronically.

The Bidder(s)/Seller(s) shall ensure compliance of the provisions of this Integrity Pact by its sub-
supplier(s)/ sub-contractor(s), if any. Further, the Bidder/Seller shall be held responsible for any
violation/breach of the provisions by its sub-supplier(s)/sub-contractor(s).

5.2 The Bidder(s)/Seller(s) shall ensure compliance of the provisions of this Integrity Pact by its sub-
supplier(s)/ sub-contractor(s), if any. Further, the Bidder/Seller shall be held responsible for any
violation/breach of the provisions by its sub-supplier(s)/sub-contractor(s).

5.3 The Bidder(s)/ Seller(s) will not instigate third persons to commit offences outlined above or be an
accessory to such offences

5.4 Agents / Agency Commission:

The Seller/Bidder confirms and declares to the buyer that the Seller/Bidder is the original manufacturer
or authorized distributor / stockist of original manufacturer or Govt. Sponsored / Designated Export
Agencies (applicable in case of countries where domestic laws do not permit direct export by OEMS) of
the stores and / or Services referred to in this tender/ offer / contract / Purchase order and has not engaged
any individual or firm, whether Indian or Foreign whatsoever, to intercede, facilitate or in any way to
recommend to Buyer or any of its Functionaries, whether officially or unofficially, to the award of the
tender / contract / purchase order to the Seller/Bidder; nor has any amount been paid, promised or intended
to be paid to any such individual or firm in respect of any such intercession, facilitation or
recommendation. The Seller/Bidder agrees that if it is established at any time to the satisfaction of the
Buyer that the present declaration is in anyway incorrect or if at a later stage it is discovered by the Buyer
that the Seller/Bidder has engaged any such individual / firm, and paid or intended to pay any amount,
gift, reward, fees, commission or consideration to such person, party, firm or institution, whether before
or after the signing of this contract / purchase order, the Seller/Bidder will be liable to refund that amount
to the Buyer. The Seller will also be debarred from participating in any RFQ / Tender for new projects /
program with Buyer for a minimum period of five years. The Buyer will also have a right to consider
cancellation of the Contract / Purchase order either wholly or in part, without any entitlement or
compensation to the Seller/Bidder who shall in such event be liable to refund agents / agency commission
payments to the buyer made by the Seller/Bidder along with interest at the rate of 2% per annum above
LIBOR (London Inter Bank Offer Rate) (for foreign vendors) and Base Rate of SBI (State Bank of India)
plus 2% (for Indian vendors). The Buyer will also have the right to recover any such amount from any
contracts / Purchase order concluded earlier or later with Buyer.

6. Previous Transgression

6.1 The Bidder /Seller declares that no previous transgressions have occurred in the last three years from
the date of signing of this Integrity Pact with any other company in any country conforming to the anti-
corruption approach or with any other Public Sector Enterprise in India that could justify Bidder’s/
Sellers’ exclusion from the tender process.

6.2 If the Bidder / Seller makes incorrect statement on this subject, Bidder / Seller can be disqualified
from the tender process or the contract, if already awarded, can be terminated for such reason without any
liability whatsoever on the Buyer.
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7. Company Code of Conduct

Bidders / Sellers are also advised to have a company code of conduct (clearly rejecting the use of bribes
and other unethical behavior) and a compliance program for the implementation of the code of conduct
throughout the company.

8. Sanctions for Violation

8.1 If the Bidder(s)/ Seller(s), before award or during execution has committed a transgression through a
violation of Clause 5, above or in any other form such as to put his reliability or credibility in question,
the Buyer is entitled to disqualify the Bidder(s)/ Seller(s) from the tender process or take action as per the
procedure mentioned herein below:

To disqualify the Bidder / Seller with the tender process and exclusion from future contracts.

To debar the Bidder / Seller from entering into any bid from Buyer for a period of two years.

To immediately cancel the contract, if already signed / awarded without any liability on the Buyer to
compensate the Bidder /Seller for damages, if any. Subject to Clause 5, any

lawful payment due to the Bidder/Seller for supplies effected till date of termination would be made in
normal course.

8.2 If the Buyer obtains knowledge of conduct of a Bidder/ Seller or of an employee or a representative
or an associate of a Bidder / Seller which constitutes corruption, or if the Buyer has substantive suspicion
in this regard, the Buyer will inform to its Chief Vigilance Officer.

9. Compensation for Damages

If the Buyer has terminated the contract according to Clause 8, or if the Buyer is entitled to terminate the
contract according to Clause 8, the Buyer shall be entitled to encash the advance bank guarantee and
performance bond/ warranty bond, if furnished by the Bidder / Seller, in order to recover the payments,
already made by the Buyer for undelivered Stores and / or Services.

10. Price Fall Clause

The Bidder undertakes that it has not supplied/ is not supplying same or similar product/systems or
subsystems at a price lower than that offered in the present Bid in respect of any other
Ministry/Department of the Government of India or PSU or Coal India Ltd and its subsidiaries during the
currency of the contract and if it is found at any stage that same or similar product/ Systems or Subsystems
was supplied by the Bidder to any other Ministry / Department of the Government of India or a PSU or
any Public Sector Bank at a lower price during the currency of the contract, then that very price will be
applicable to the present case and the difference in the cost would be refunded by the Bidder to the Buyer,
if the contract has already been concluded.”

11. Independent External Monitor(s)

The Buyer has appointed Independent External Monitors for this Integrity Pact in consultation with the
Central Vigilance Commission (Names and Addresses of the Monitors to be given in RFQ). As soon as
the Integrity Pact is signed, the Buyer shall provide a copy thereof, along with a brief background of the
case to the Independent External Monitors. The Bidder(s) / seller (s), if they deem it necessary, may
furnish any information as relevant to their bid to the Independent External Monitors. If any complaint
with regard to violation of the IP is received by the buyer in procurement case, the buyer shall refer the
complaint to the Independent External Monitors for their comments/ enquiry. If the Independent External
Monitors need to peruse the records of the buyer in connection with the complaint sent to them by the
buyer, the buyer shall make arrangement for such perusal of records by the Independent External
Monitors. The report of enquiry, if any, made by the Independent External Monitors shall be Submitted
to MD& CEO, National Bank for Financing Infrastructure & Development within 2 weeks, for a final
and appropriate decision in the matter keeping in view the provision of this Integrity Pact.

12. Law and Place of Jurisdiction

This Integrity pact is subject to Indian Laws, and exclusive Jurisdiction of Courts at Mumbai, India.

Page 34 of 47
RFP for the supply, implementation & maintenance of NAC in NaBFID




13. Other Legal Actions

The actions stipulated in this Integrity Pact are without prejudice to any other legal action that may follow
in accordance with the provisions of the extant law in force relating to any civil or criminal proceedings.
Integrity Pact Duration

14. This Integrity Pact begins when both parties have legally signed it. It expires for the successful Bidder
/ Seller 10 months after the last payment under the contract, and for all other Bidders / Sellers within 6
months from date of placement of order / finalization of contract.

If any claim is made / lodged during this time, the same shall be binding and continue to be valid despite
the lapse of this Integrity Pact as specified above, unless it is discharged / determined by NaBFID.
Should one or several provisions of this Integrity Pact turn out to be invalid, the remainder of this Integrity
Pact remains valid. In this case, the parties will strive to come to an agreement to their original intentions.
15. Other Provisions

15.1 Changes and supplements need to be made in writing. Side agreements have not been made.

15.2 The Bidder(s)/Seller(s) signing this IP shall not initiate any Legal action or approach any court of
law during the examination of any allegations/complaint by IEM and until the IEM delivers its report.
15.3 In view of the nature of this Integrity Pact, this Integrity Pact shall not be terminated by any party
and will subsist throughout its stated period.

15.4 Nothing contained in this Integrity Pact shall be deemed to assure the Bidder/ Seller of any success
or otherwise in the tendering process.

16. This Integrity Pact is signed with NaBFID exclusively and hence shall not be treated as precedence
for signing of IP with MoD or any other Organization.

17. The Parties hereby sign this Integrity Pact at on (Seller/Bidder) and
on (Buyer)

BUYER BIDDER* / SELLER*

Signature: Signature:

Authorized Signatory Authorized Signatory (*)

NaBFID

Information Security department

Date: Date:

Stamp: Stamp:

Witness Witness

1. 1.

2. 2.

*Authorized signatory of the company who has also signed and submitted the main bid
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Annexure E
Declaration for Compliance
(In Company letterhead)

We hereby undertake and agree to abide by all the terms and conditions stipulated by the Bank
in this RFP including all addendum, corrigendum etc. (Any deviation may result in
disqualification of bids).

Signature:

Name

Date

Seal of company:
Technical Specification

We certify that the systems/services offered by us for tender confirm the specifications
stipulated by you with the following deviations

List of deviations

1)

2)

3)

4)

Signature:
Name

Date
Seal of company:

(If left blank it will be construed that there is no deviation from the specifications given above)
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Annexure F

Restriction on Procurement due to National Security

(This Certificate should be submitted on the letterhead of the bidder)
Date:
To,
Chief Information Security Officer
National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503, G block
BKC, Bandra, Mumbai - 51

Ref.: RFP No.: Dated:

| have read the clause regarding restrictions on procurement from a bidder/OEM of a country
which shares a land border with India; / certify that this bidder is not from such a country or, if
from such a country, have been registered with the Competent Authority. | hereby certify that
this bidder fulfills all requirements in this regard and is eligible to be considered. (Where
applicable, evidence of valid registration by the Competent Authority shall be attached.)

| have read the clause regarding restrictions on procurement from a bidder/OEM of a country
which shares a land border with India and on subcontracting to contractors from such countries;
| certify that this bidder is not from such a country or, if from such a country, have been registered
with the Competent Authority and will not subcontract any work to a contractor from such
countries unless such contractor is registered with competent authority. | hereby certify that this
bidder fulfills all requirement in this regard and is eligible to be considered. (Where applicable,
evidence of valid registration by competent authority shall be attached)

Yours faithfully,

Authorized Signatory
Name:

Designation:

Vendor’s Corporate Name
Address

Email and Phone :
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Annexure G

Bid Security Declaration
To,
Chief Information Security Officer
National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503, G block
BKC,Bandra , Mumbai - 51

Dear Sir,
Subject: Request for Proposal (RFP) for the implementation of NAC solution in NaBFID
We (bidder name), hereby undertake that we are liable to be

suspended from participation in any future tenders of the Bank for 2 years from the date of
submission of Bid in case of any of the following:

If the bid submitted by us is withdrawn/modified during the period of bid validity.
If any statement or any form enclosed by us as part of this Bid turns out to be false / incorrect at
any time during the period of prior to signing of Contract.

In case of we becoming successful bidder and if we fail to execute Contract within the stipulated
time/ we fail to furnish Performance Bank Guarantee within the timelines stipulated in this RFP
document.

Yours faithfully,

Date: For

Signature

Name
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Annexure H
Certificate of Waiver for MSE Firms

(in Letter head of Chartered Accountant)

Date:
TO WHOMSOEVER IT MAY CONCERN

This is to certify that M/s. , having registered office at
has made an original investment of Rs. /-
in , as per Audited Balance Sheetason ................... Further we certify

that the Company is classified under Micro and Small Enterprise (MSE) as per MSME Act 2006
and subsequent government notifications.

We have checked the books of the accounts of the company and certify that the above
information is true and correct.

Chartered Accountant Firm Name

Signature

Name

Reg.No

VID No.
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Annexure |

LETTER FOR REFUND OF EMD
(To be submitted by the unsuccessful bidders, post completion of the procurement process)

Date:

To,

Chief Information Security Officer

National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503, G block

BKC,Bandra , Mumbai - 51

We (Company Name) had participated in the Request for Proposal (RFP) for the
implementation of NAC solution in NaBFID and we are an unsuccessful bidder.

Kindly refund the EMD submitted for participation. Details of EMD submitted are as follows

Drawn on (Bank | Amount

Sr. No. Bidder Name DD/BG Number
Name (Rs)

Bank details to which the money needs to be credited via NEFT are as follows
1. Name of the Bank with Branch

2. Account Type

3. Account Title

4. Account Number

5. IFSC Code

Sign

Name of the signatory

Designation

Company Seal.
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Annexure J

Pre-Bid Query Format
(To be provide strictly in Excel format)

Vendor SI. No RFP Page RFP Clause | Existing Query/Suggestions
Name No No. Clause
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APPENDIX |

NON-DISCLOSURE AGREEMENT FORMAT
[To be submitted by the successful bidder]

THIS RECIPROCAL NON-DISCLOSURE AGREEMENT (the “Agreement”) is made at
between:

NaBFID constituted under the National Bank for Financing Infrastructure and Development Act, 2021
having its headquarters at Mumbai (Full address to be mentioned) through its
Department (hereinafter referred to as “NaBFID” which expression includes its successors and assigns)
of the ONE PART;

And

having its registered office at
(hereinafter referred to as “ ” which expression shall unless repugnant to the subject or context
thereof, shall mean and include its successors and permitted assigns) of the OTHER PART;

And Whereas

1. is carrying on business of providing
, has agreed to for NaBFID

and other related tasks.

For purposes of advancing their business relationship, the parties would need to disclose certain valuable
confidential information to each other (the Party receiving the information being referred to as the
“Receiving Party” and the Party disclosing the information being referred to as the “Disclosing Party.
Therefore, in consideration of covenants and agreements contained herein for the mutual disclosure of
confidential information to each other, and intending to be legally bound, the parties agree to terms and
conditions as set out hereunder.

NOW IT IS HEREBY AGREED BY AND BETWEEN THE PARTIES AS UNDER
Confidential Information and Confidential Materials:

“Confidential Information” means non-public information that Disclosing Party designates as being
confidential or which, under the circumstances surrounding disclosure ought to be treated as confidential.
“Confidential Information” includes, without limitation, information relating to developed, installed or
purchased Disclosing Party software or hardware products, the information relating to general
architecture of Disclosing Party’s network, information relating to nature and content of data stored within
network or in any other storage media, Disclosing Party’s business policies, practices, methodology,
policy design delivery, and information received from others that Disclosing Party is obligated to treat
as confidential. Confidential Information disclosed to Receiving Party by any Disclosing Party Subsidiary
and / or agents is covered by this agreement

Confidential Information shall not include any information that: (i) is or subsequently becomes publicly
available without Receiving Party’s breach of any obligation owed to Disclosing party; (ii)) becomes
known to Receiving Party free from any confidentiality obligations prior to Disclosing Party’s disclosure
of such information to Receiving Party; (iii) became known to Receiving Party from a source other than
Disclosing Party other than by the breach of an obligation of confidentiality owed to Disclosing Party and
without confidentiality restrictions on use and disclosure; or (iv) is independently developed by Receiving
Party.

“Confidential Materials” shall mean all tangible materials containing Confidential Information, including
without limitation written or printed documents and computer disks or tapes, whether machine or user
readable.

Restrictions
Each party shall treat as confidential the Contract and any and all information (“confidential information”)
obtained from the other pursuant to the Contract and shall not divulge such information to any person
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(except to such party’s “Concerned Person” which term shall mean employees, contingent workers and
professional advisers of a party who need to know the same) without the other party’s written consent
provided that this clause shall not extend to information which was rightfully in the possession of such
party prior to the commencement of the negotiations leading to the Contract, which is already public
knowledge or becomes so at a future date (otherwise than as a result of a breach of this clause). Receiving
Party will have executed or shall execute appropriate written agreements with Concerned Person,
sufficient to enable it to comply with all the provisions of this Agreement. If the Service Provider appoints
any sub-contractor (if allowed) then the Service Provider may disclose Confidential Information to such
sub-contractor subject to such sub-contractor giving NaBFID an undertaking in similar terms to the
provisions of this clause. Any breach of this Agreement by Receiving Party’s Concerned Person or sub-
contractor shall also be constructed a breach of this Agreement by Receiving Party.

Receiving Party may disclose Confidential Information in accordance with judicial or other governmental
order to the intended recipients (as detailed in this clause), provided Receiving Party shall give Disclosing
Party reasonable notice (provided not restricted by applicable laws) prior to such disclosure and shall
comply with any applicable protective order or equivalent. The intended recipients for this purpose are:
the statutory auditors of the either party and government or regulatory authorities regulating the affairs of
the parties and inspectors and supervisory bodies thereof Confidential Information and Confidential
Material may be disclosed, reproduced, summarized or distributed only in pursuance of Receiving Party’s
business relationship with Disclosing Party, and only as otherwise provided hereunder. Receiving Party
agrees to segregate all such Confidential Material from the confidential material of others in order to
prevent mixing.

Rights and Remedies

Receiving Party shall notify Disclosing Party immediately upon discovery of any unauthorized use or
disclosure of Confidential Information and / or Confidential Materials, or any other breach of this
Agreement by Receiving Party and will cooperate with Disclosing Party in every reasonable way to help
Disclosing Party regain possession of the Confidential Information and / or Confidential Materials and
prevent its further unauthorized use.

Receiving Party shall return all originals, copies, reproductions and summaries of Confidential
Information or Confidential Materials at Disclosing Party’s request, or at Disclosing Party’s option,
certify destruction of the same.

Receiving Party acknowledges that monetary damages may not be the only and / or a sufficient remedy
for unauthorized disclosure of Confidential Information and that Disclosing Party shall be entitled,
without waiving any other rights or remedies (including but not limited to as listed below), to injunctive
or equitable relief as may be deemed proper by a Court of competent jurisdiction.

Suspension of access privileges
Change of personnel assigned to the job
Termination of contract

Disclosing Party may visit Receiving Party’s premises, with reasonable prior notice and during normal
business hours, to review Receiving Party’s compliance with the term of this Agreement.
Miscellaneous

All Confidential Information and Confidential Materials are and shall remain the sole property of
Disclosing Party. By disclosing information to Receiving Party, Disclosing Party does not grant any
expressed or implied right to Receiving Party to disclose information under the Disclosing Party’s patents,
copyrights, trademarks, or trade secret information.

Confidential Information made available is provided “As Is,” and Disclosing Party disclaims all
representations, conditions and warranties, express or implied, including, without limitation,
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representations, conditions or warranties of accuracy, completeness, performance, fitness for a particular
purpose, satisfactory quality and merchantability provided same shall not be construed to include fraud
or willful default of Disclosing Party.

Neither party grants to the other party any license, by implication or otherwise, to use the Confidential
Information, other than for the limited purpose of evaluating or advancing a business relationship between
the parties, or any license rights whatsoever in any patent, copyright or other intellectual property rights
pertaining to the Confidential Information.

The terms of Confidentiality under this Agreement shall not be construed to limit either party’s right to
independently develop or acquire product without use of the other party’s Confidential Information.
Further, either party shall be free to use for any purpose the residuals resulting from access to or work
with such Confidential Information, provided that such party shall maintain the confidentiality of the
Confidential Information as provided herein. The term “residuals” means information in non-tangible
form, which may be retained by person who has had access to the Confidential Information, including
ideas, concepts, know-how or techniques contained therein. Neither party shall have any obligation to
limit or restrict the assignment of such persons or to pay royalties for any work resulting from the use of
residuals. However, the foregoing shall not be deemed to grant to either party a license under the other
party’s copyrights or patents.

This Agreement constitutes the entire agreement between the parties with respect to the subject matter
hereof. It shall not be modified except by a written agreement dated subsequently to the date of this
Agreement and signed by both parties. None of the provisions of this Agreement shall be deemed to have
been waived by any act or acquiescence on the part of Disclosing Party, its agents, or employees, except
by an instrument in writing signed by an authorized officer of Disclosing Party. No waiver of any
provision of this Agreement shall constitute a waiver of any other provision(s) or of the same provision
on another occasion.

In case of any dispute, both parties agree for neutral third party arbitration. Such arbitrator will be jointly
selected by the two parties, and he/she may be an auditor, lawyer, consultant or any other person of trust.
The said proceedings shall be conducted in English language at Mumbai and in accordance with the
provisions of Indian Arbitration and Conciliation Act 1996 or any Amendments or Re-enactments thereto.
Nothing in this clause prevents a party from having recourse to a court of competent jurisdiction for the
sole purpose of seeking a preliminary injunction or any other provisional judicial relief it considers
necessary to avoid irreparable damage. This Agreement shall be governed by and construed in accordance
with the laws of Republic of India. Each Party hereby irrevocably submits to the exclusive jurisdiction
of the courts of Mumbai.

Subject to the limitations set forth in this Agreement, this Agreement will inure to the benefit of and be

binding upon the parties, their successors and assigns.

If any provision of this Agreement shall be held by a court of competent jurisdiction to be illegal, invalid

or unenforceable, the remaining provisions shall remain in full force and effect.

The Agreement shall be effective from ("Effective Date”) and shall be valid for a period of
year(s) thereafter (the "Agreement Term"). The foregoing obligations as to confidentiality shall

survive the term of this Agreement and for a period of five (5) years thereafter provided confidentiality

obligations with respect to individually identifiable information, customer’s data of Parties or software in

human-readable form (e.g., source code) shall survive in perpetuity.

Suggestions and Feedback

Either party from time to time may provide suggestions, comments or other feedback to the other party
with respect to Confidential Information provided originally by the other party (hereinafter “Feedback™).
Both parties agree that all Feedback is and shall be entirely voluntary and shall not in absence of separate
agreement, create any confidentially obligation for the Receiving Party. However, the Receiving Party
shall not disclose the source of any Feedback without the providing party’s consent. Feedback shall be
clearly designated as such and, except as otherwise provided herein, each party shall be free to disclose
and use such Feedback as it sees fit, entirely without obligation of any kind to other party. The foregoing
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shall not, however, affect either party’s obligations hereunder with respect to Confidential Information of

other party.

Dated this day of (Month) 20__ at (place)
For and on behalf of

Name

Designation

Place

Signature

For and on behalf of

Name

Designation

Place

Signature

RFP for the supply, implementation & maintenance of NAC in NaBFID
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APPENDIX 11

PERFORMANCE BANK GUARANTEE
(To be submitted during the empanelment period, against project/activity allotment)

Note:

This guarantee should be furnished by a Nationalized Bank / Scheduled Bank, as per the following
format.

This bank guarantee should be furnished on stamp paper value as per Stamp Act. (not less than Rs.500/-).

To:

Chief Information Security Officer

National Bank for Financing Infrastructure & Development (NaBFID)
The Capital, A wing, 15th floor — 1503, G block

BKC, Bandra , Mumbai -

Dear Sir,

In consideration of To: Chief Information Security Officer, National Bank for Financing Infrastructure &
Development (NaBFID), The Capital, A wing, 15th floor — 1503, G block, BKC, Bandra , Mumbai — 51,
placing an order under the procurement process for implementation of Network Access Control (NAC)

project in NaBFID, ( company name) having registered office at

(hereinafter called the vendor) as per the purchase contract entered into by the
vendor vide purchase contract no dated (hereinafter called the said contract),
we ( Name of the Guarantor Bank), a 'schedule bank', issuing this guarantee through
its branch at presently located at

(hereinafter called the bank), do
hereby irrevocably and unconditionally guarantee the due performance of the vendor as to the ) for
Request for Proposal (RFP) for Empanelment of Information Technology/Cyber Security Service
Providers (ITCSSPs) as per the said contract entered into by the vendor with you.

If the said vendor fails to implement or maintain the system or any part thereof as per the contract and on
or before the schedule dates mentioned therein, we (Name of the Guarantor Bank), do
hereby unconditionally and irrevocably agree to pay the amounts due and payable under this guarantee
without any demur and merely on demand in writing from you during the currency stating that the amount
claimed is due by way of failure on the part of the vendor or loss or damage caused to or suffered / or
would be caused to or suffered by you by reason of any breach by the said vendor of any of the terms and
conditions of the said contract, in part or in full. Any such demand made on us shall be conclusive as
regards the amount due and payable under this guarantee.

We (Name of the Guarantor Bank), further agree that this guarantee shall continue to be
valid will you unless you certify that the vendor has fully performed all the terms and conditions of the
said contract and accordingly discharge this guarantee, or until , Whichever is earlier.
Unless a claim or demand is made on us in writing under this guarantee on or before
we shall be discharged from all our obligations under this guarantee. If you extend the schedule dates of
performance under the said contract, as per the terms of the said contract, the vendor shall get the validity
period of this guarantee extended suitably and we agree to extend the guarantee accordingly at the request
of the vendor and at our discretion, provided such request is served on the bank on or before

Failure on part of the vendor in this respect shall be treated as a breach committed by the vendor and
accordingly the amount under this guarantee shall at once become payable on the date of receipt of
demand made by you for payment during the validity of this guarantee or extension of the validity period.

You will have fullest liberty without affecting this guarantee to postpone for any time or from time to
time any of your rights or powers against the vendor and either to enforce or forebear to enforce any or
all of the terms and conditions of the said contract. We shall not be released from our liability under this
guarantee by the exercise of your liberty with reference to matters aforesaid or by reason of any time
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being given to the vendor or any other forbearance act or omission on your part or any indulgence by you
to the vendor or by any variation or modification of the said contract or any other act, matter or thing
whatsoever which under the law relating to sureties would but for the provisions hereof have the effect
of so releasing us from our liability hereunder.

In order to give full effect to the guarantee herein contained you shall be entitled to act as if we are your
principal debtors in respect of all your claims against the vendor hereby guaranteed by us as aforesaid
and we hereby expressly waive all our rights of surety ship and other rights if any which are in any way
inconsistent with the above or any other provision of this guarantee.

The words the vendor, the beneficiary of this guarantees i.e. Yourself, and ourselves i.e.
(Name of the Guarantor Bank), unless repugnant to the context or otherwise shall
include their assigns, successors, agents, legal representatives. This guarantee shall not be effected by any
change in the constitution of any of these parties and will ensure for and be available to and enforceable
by any absorbing or amalgamating or reconstituted company or concern, in the event of your undergoing
any such absorption, amalgamation or reconstitution.

This guarantee shall not be revocable during its currency except with your prior consent in writing. This
guarantee is non-assignable and non-transferable.

Notwithstanding anything contained herein above:
Our liability under this bank guarantee shall not exceed 5% of the project cost. This bank guarantee shall

be valid up to . We are liable to pay the guaranteed amount or any part thereof under this
bank guarantee only if you serve upon us a written claim or demand (and which should be received by
us), on or before 12:00 hours (Indian standard time) where after it ceases to be in effect

in all respects whether or not the original bank guarantee is returned to us.

This guarantee deed must be returned to us upon expiration of the period of guarantee
Signature ........coovviiiiiiiii

(In Block letters)

Designation ..........coovviviiiiiiiiiiien,

(Staff Code NO.)...oovviiiiiiiiien

Official address:

(Bank’s Common Seal)
Attorney as per power of Attorney No.

Date:

WITNESS:

(Signature with Name, Designation & Address)
P (Signature with Name, Designation & Address)
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